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1. The requirements
FCA

 Principle 11 of the FCA’s “Principles for 
Businesses”

 The Principles are a general statement of 
the fundamental obligations of firms 
under the regulatory system – applicable 
in whole or in part to all firms supervised 
by the FCA.

 A firm must deal with its regulators in an 
open and cooperative way, and must 
disclose to the appropriate regulator 
appropriately anything relating to the 
firm of which that regulator would 
reasonably expect notice.

PRA

 Fundamental Rule 7

 PRA has eight Fundamental Rules which 
apply to all PRA-authorised firms. These 
are high-level rules which collectively act 
as an expression of the PRA’s general 
objective of promoting the safety and 
soundness of regulated firms. 

• A firm must deal with its regulators in an 
open and co-operative way, and must 
disclose to the PRA appropriately 
anything relating to the firm of which the 
PRA would reasonably expect notice. 



1.  The requirements (continued)

 Application to regulated activities and certain ancillary services, plus may 
be relevant to certain unregulated activities

 No jurisdictional / legal entity constraints – PRA and FCA expect firms to 
take a global approach when considering Principle 11 / FR 7. (PRIN 3.3.1)

 Principle 11 is not necessarily limited to the PRA and FCA. Principle 11 / 
FR7 may also apply to other regulators who have recognised jurisdiction in 
relation to regulated activities, whether in the UK or abroad.

 Oral vs written communication (note requirements under SUP 15.7.2. for 
prompt notification)

 Timeliness and content of notifications - “appropriate”



1.  The requirements (continued)
Typically reportable events / materials (non-exhaustive – based on SUP 15.3 guidance):

 Failing to satisfy a threshold condition;
 Matters having a (significant) impact on the firm’s reputation;
 A matter which could affect the firm’s ability to provide adequate services to its customers and/or 

which could result in serious customer detriment;
 A matter which could result in serious financial and or systemic consequences to the UK financial 

system or other firms;
 Capital, liquidity or risk management issues;
 Commencing or changing outsourcing arrangements;
 Material governance changes;
 Competition law investigations / infringements;
 Fraud, errors and other irregularities – whether by external parties against the firm or from within;
 Breaches of PRA / FCA rules and principles (question of significance?)
 Significant conduct issues (note separate requirements in relation to breaches of the Conduct 

Rules)
 Significant failure in systems and controls or in a key process – particularly where this has (or may 

have) an impact on the market / customers;
 Strategic changes and decisions to restructure / enter or exit particular areas of the market;
 Results of adverse Internal Audits or other internal reviews;
 Significant interactions (particular in relation to enforcement type issues) with other regulators.



2.  Challenges for firms

 Making the notification decision and consistency of reporting – the 
role of Compliance

 Timeliness of communications 

 Who should notify the appropriate regulator?

 Record keeping – how will decisions stand up to future scrutiny?

 Changing regulatory expectations

 Who to notify?



2.  Challenges for firms (continued)
 Making the notification decision 

and the role of Compliance

- What requires notification?

- Who should make the decision?

- The introduction of SMR is 
fundamental – has done much to 
clarify the regulators expectations.

- Advisory role of Compliance / 
Regulatory Management functions.

- Need to provide internal guidance 
although be wary of setting 
thresholds in stone.

 Timeliness of communications

- The balance between having all the 
relevant information and timeliness of 
communications.

- PRA and FCA expectations for an early 
heads up Vs rapidly changing and 
evolving situations.

- For relationship managed / high impact 
firms the regulatory expectations 
around this are particularly high.



2.  Challenges for firms (continued)
 Who should make the 

notification?

- Compliance or SMF to notify?

- PRA and FCA usually want to hear 
from the relevant SMF directly.

- Senior Manager Conduct Rule 4:  
“You must disclose appropriately 
any information of which the FCA 
or PRA would reasonably expect 
notice”.

- Recognition that others may need 
to be involved in the notification 
process and decision making 
process

 Record keeping

- The PRA and FCA have, and will 
continue to challenge firm’s 
reporting decisions under 
Principle 11 / FR 7.

- How do firms demonstrate that 
there is a proper decision making 
process around Principle 11 / FR 
notifications.

- How are records kept of decisions 
not to report?



2.  Challenges for firms (continued)
 Changing regulatory expectations

- For firms who are relationship managed 
by the PRA / FCA it’s essential to have 
an open dialogue in relation to Principle 
11 / FR7 matters – your supervision 
contacts can given you guidance on 
their threshold for reporting and 
specific regulatory areas of sensitivity / 
focus.

- Firm guidance on what requires 
reporting is difficult to set down in 
stone.

- Relationship managed firms are able to 
discuss expectations with the regulators

 Who to notify?

- Some issues more clearly lend 
themselves to notification to one 
regulator over another – for example 
purely prudential issues to the PRA and 
purely conduct issues to the FCA.

BUT

- Significant conduct issues have the 
potential for prudential impact.

- May be conduct issues around an issue 
which at first glance may be prudential 
only.

- Notifications to other regulators / 
agencies may also be required.

- If in doubt – duplication of notification 
rarely creates issues.



3.  Case study
Cumulative impact considerations

 A firm suffers a small IT issue at a point in time.  The issue appears to be isolated and there is no client impact 
(although the potential for client impact was real).  

 The firm’s incident management procedures worked well and the relevant remedial actions have been taken.

 No notification is made to the PRA / FCA.

 A separate but linked IT incident, again with no (but potential) client impact occurs a couple of weeks later.

 Does the occurrence of a second, linked incident change senior management’s view on Principle 11 / FR 7?

 What factors should be taken into account?



 Changes the dynamic compared to almost every other sector 

 Sometimes looked at too strategically/tactically 

 What type of questions do I get asked as a lawyer?

 What do the regulators really want to know?  

 Overlap with other regimes 
 Different regulators 
 Different parts of the same regulator 
 Different authorities (e.g. STORs/SARs)
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4.  Open and co-operative behaviour – the 
legal perspective 



 A very different regime in the UK compared to, for 
example, the US

 Can undermine usual approach in other jurisdictions 
(regulators compare notes) 

 Timing complexity when co-ordinating multiple 
regulators 

 Notification of overseas problems to UK regulators (e.g. 
BTMU)
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5.  The cross-border perspective 



 Any breach of a MiFID requirement must be 
notified to FCA/PRA

 Removes element of materiality in FR7 / 
PRIN11
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6.  MiFID II 



 Increased regulatory focus on individuals

 Impact on willingness to be open and co-
operative with the regulator

 Clarity on responsibility prior to reporting?  
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7.  SMCR 



 SUP 15.3.32
 Firms must report if they “have or may have 

committed a significant infringement of any 
applicable competition law”

 Not geographically limited to UK law

 Totally different approach in financial services 
from other sectors 
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8.  Competition issues 



 “A key concern of the privilege against self-incrimination is the 
use as evidence of admissions obtained under compulsion.  
However, we seek neither admission nor confessions as part of a 
disclosure under Principle 11.  We expect to be notified of the 
facts and circumstances that indicate that an infringement has 
or may have occurred.  This might be obvious (e.g. receipt of an 
information request by an authority such as the CMA setting out 
its concerns that the recipient may have infringed the law), or it 
may be that factors have come to light internally to cause a 
regulated firm concern.  In this case, we expect that firm to be 
transparent with us, just as it should be if it became aware of, 
say, money laundering concerns”

 Impact on leniency applications 
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8.  Competition issues (continued)



 PRU (March 2013) 
 Failure to inform the regulator of potentially transformative acquisition in 

case it leaked

 DB (April 2015)
 LIBOR: failure to disclose BaFin report, and statement that BaFin had 

prohibited disclosure
 Attestation around LIBOR systems and controls that was known to be false 

by the person who drafted it 

 Co-Op (August 2015)
 Failure to inform regulator about expected changes to senior leadership 

(PRA)

 BTMU (February 2017)
 Failure to inform regulator of significant fine agreed between Japan the US 

authorities
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9.  Fines



10.  Case study
Issues relating to an outsourced provider

 For a number of years, Firm X has used Firm Y (an outsourced provider) to provide 
a number of services which includes providing statement services to clients.

 Until recently the arrangement has worked well and control and service standards 
have been consistently been met by Firm Y.

 Although there have been no significant instances of control breakdowns, Firm X is 
becoming increasingly uncomfortable as a result of QA reviews on the accuracy 
and up to date nature on some of the information within the statements Firm Y is 
has been providing.

 A senior management meeting between Firm X and Firm Y has been scheduled for 
next month to bottom out some of the issues.

 Before this meeting takes place though, Firm X ‘s COO has a  routine Continuous 
Assessment meeting coming up with the FCA.

 What should the COO be disclosing to the FCA at this meeting?
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