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• risk to market fairness and integrity
• unfair advantage
• abusive practices

• risk to market efficiency
• price discovery (flash crash)

• risk to market resiliency and stability
• chain reaction

IOSCO, Regulatory Issues Raised by the Impact of Technological Changes on Market 
Integrity and Efficiency, October 2011, p.  10-14, 28-32.



Market Abuse Directive 
(October 2004)

Markets in Financial 
Instruments Directive 

(January 2007)

ESMA Guidelines on systems 
and controls in an
automated trading

environment for trading
platforms, investment firms
and competent authorities

(February 2012)

Market Abuse Regulation
and Market Abuse Directive 
II (July 2016)
•Algorithmic and high-frequency

trading

Markets in Financial 
Instruments Regulation and
Market in Financial 
Instruments Directive II 
(January 2018)
•Algorithmic and high-frequency

trading



Algorithmic and high-frequency trading

• Algorithmic trading (art. 4(1)(39) MiFID II and art. 18 CDR (EU) 2017/565)
• a computer algorithm automatically determines individual parameters of orders (initiation, timing, price, quantity, 

etc.)
• limited or no human intervention
• not including order routing systems or post-trade processing

• High-frequency algorithmic trading technique (art. 4(1)(40) MiFID II and art. 19 CDR (EU) 2017/565)
• algorithmic trading
• infrastructure intended to minimise network and other types of latencies (co-location, proximity hosting, high-speed 

direct electronic access)
• system-determination of order initiation, generation, routing or execution without human intervention for individual

trades or orders
• high message intraday rates which constitute orders, quotes or cancellations

• at least 2 messages per second with respect to any single financial instrument traded on a trading venue, or
• at least 4 messages per second with respect to all financial instruments traded on a trading venue



Market manipulation
Market Manipulation – Article 12 MAR

Entering into a transaction, placing an order to trade or any other behaviour which: 
• gives or is likely to give false or misleading signals as to supply, demand or price; or
• secures or is likely to secure prices at an abnormal or artificial level

Disseminating information through the media, including the internet, which: 
• gives or is likely to give false or misleading signals as to supply, demand or price; or
• secures or is likely to secure prices at an abnormal or artificial level
• includes dissemination of rumours where the person know or ought to have known that the information was false or 

misleading



Entering into a transaction, placing an order to trade or any other activity or behaviour which:
• affects or is likely to affect prices; and
• which employs a fictitious device or other form of deception or contrivance

Manipulating benchmarks
• transmitting false or misleading information or providing false or misleading inputs where the relevant person knew or 

ought to have known that the information or input was false or misleading; or 
• any other behaviour which manipulates the calculation of a benchmark

Market manipulation
Market Manipulation – Article 12 MAR



Examples of abusive conduct

• Creation of a floor or a ceiling in the price 
pattern 

• Ping Orders 
• Phishing 
• Abusive Squeeze 
• Inter-trading venues manipulation 
• Cross-product manipulation 
• Wash trades
• Painting the tape 

• Improper matched orders 
• Concealing ownership 
• Pump and dump 
• Trash and cash 
• Quote stuffing 
• Momentum ignition
• Marking the close 
• Layering and spoofing 
• Placing orders with no intention of 

executing them 

• Excessive bid-offer spreads 
• Advancing the bid 
• Smoking 
• Opening a position and closing it 

immediately after its public disclosure
• Movement or storage of physical 

commodities
• Movement of an empty vessel
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FCA’s view

• In a consultation paper containing draft guidance the FCA explains: 

there is a key distinction between the obligations under Article 16(2) of MAR and the requirements in SYSC 6.1.1R. 
Article 16(2) of MAR requires firms to detect and report potential market abuse, whereas SYSC 6.1.1R extends firms' 
obligations to counter the risk of financial crime. 

• In the FCA's view it is not sufficient for firms to have systems and controls for detecting and reporting market abuse as 
required under MAR. Systems and controls must also address how the firm will prevent and/or reduce the risk of market 
abuse. 



Draft FCA Guidance

The draft guidance explains that appropriate measures for the prevention of market abuse are likely 
to fall into two distinct categories:
1) the identification and prevention of attempted financial crime pre-trade, and

2) the mitigation of future risks posed by clients who have been identified as having already 
traded suspiciously.



Statement: compliance approval

Compliance should (dis)approve each new and materially changed algorithmic trading strategy
before deployment. 



Statement: compliance approval

• MiFID II RTS 6
• approval procedures (art. 1(a))
• separation of tasks and responsibilities of trading desks on the one hand and supporting functions on the other (art. 

1(c))
• compliance staff has at least a general understanding of how the trading algorithms operate (art. 2(1))

• ESMA Guidelines on systems and controls in automated trading environment
• compliance staff should be responsible for providing clarity about the firm’s regulatory obligations (guideline 2)
• electronic trading subject to close scrutiny by compliance staff (guideline 4)

• FCA Algorithmic Trading Compliance in Wholesale Markets
• good practice: checkpoints throughout the developement and testing process, including an independent committee

with active representatives from Risk, Compliance, Legal, Business, Technology, Finance and Operations (para. 3.6)
• ‘The most effective compliance functions we saw were involved at every key milestone of the algortihm

development process, acting as an independent check, with a particular focus on conduct risks (such as market 
abuse) and requirements related to market and country specific regulations.’ (para. 5.12)

• FCA Draft Guidance
• How does the firm's MLRO interact with the individual/departments responsible for order and trade 

surveillance/monitoring?



Case study: Paul Walter 
In November 2017, the FCA imposed a financial penalty of £60,090 on a former bond trader at Bank 
of America Merrill Lynch for engaging in market manipulation (contrary to section 118(5) of FSMA)

The facts

• July/August 2014 – Mr Walter entered a series of 11 quotes that became the “best bids” on BrokerTec, giving 
the impression that he was a buyer in the market for Dutch State Loans

• Other market participants who were tracking his quotes using algorithms raised their bids in response

• He then sold to these other market participants, resulting in a profit of EUR 22,000 to his trading book, and 
cancelled his own quotes

Key lessons for compliance

• FCA regards “algo baiting” as spoofing – trade surveillance teams need to consider how algorithms and 
humans will react to trading strategies (particularly given FCA focus on adequacy of market abuse systems 
and controls)

• Small scale offers to buy followed by large sell orders and/or absence of client orders matching quotes or of 
position building may be red flags

• It is not necessary for an individual to know that he/she is engaged in market abuse – negligence suffices



Statement: senior management

Senior management should have detailed knowledge of the firms’ algorithmic trading activities.



Statement: senior management

• MiFID II RTS 6
• person designated by senior management shall authorise the deployment or substantial update of an algorithmic trading system, 

trading algorithm or algorithmic trading strategy (art. 5(2))
• material change to the production environment is preceded by a review by a person designated by senior management (art. 11(1))
• annual validation report approval by senior management (art. 9(3))

• FCA Algorithmic Trading Compliance in Wholesale Markets
• good practice: algorithmic trading is fully understood by senior management who play a key role in providing challenge across the

business (para. 5.9)

• FCA Draft Guidance
• Does the firm's senior management team understand the legal definitions of insider dealing and market manipulation, and the ways

in which the firm may be exposed to the risk of these crimes?
• Does the firm's senior management team regularly receive management information in relation to suspected insider dealing or 

market manipulation?
• How does senior management make sure that the firm's systems and controls for detecting insider dealing and market manipulation 

are robust? How do they set the tone from the top?
• How does senior management make decisions in relation to concerns about potential financial crime raised to them by Compliance? 

Do they act appropriately to mitigate these risks? How does senior management make sure that its employees have the appropriate 
training to identify potential insider dealing and market manipulation?



Case study: algorithm approval

Algorithm:
• places four buy or sell orders in the order book,
• each order one tick from the next,
• beginning at three ticks from the best bid or ask price, and
• when the market price moves, the orders are modified accordingly.
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Case study: algorithm approval

• CFTC: ‘Layering Algorithm’ (CFTC v. Nav Sarao Futures Limited PLC and Navinder Sing Sarao, April 2015)

• order cancelation rate: layering algorithm orders cancelled at much higher rate (99+% canceled with no execution) than similarly
sized orders placed by other traders (less than 49% canceled with no execution)

• order size: layering algorithm orders were much larger (504 contracts on average) than other traders’ orders (7 contracts on average)
• order modifications: layering algorithm orders were modified much more frequently (average 161 modifications per order) than

other traders’ orders (average less than 1 modification per order)



Da Vinci invest and others – HFT example

Three traders trading through two companies:
• Da Vinci Invest (Swiss hedge fund which allowed traders to trade on its behalf)
• Mineworld (Seychelles company owned and controlled by the traders)
Algorithmic trading in CFDs priced by reference to shares traded on the LSE with DMA providers (Goldman Sachs and SunGard)
DMA providers hedged the CFDs by trading on the LSE and MTFs
Court held that companies and traders had engaged in market manipulation (layering/spoofing):
• Penalties of £410,000, £410,000 and £290,000 imposed on traders
• Penalties of £5m imposed on Mineworld and £1.46m on Da Vinci – both engaged in market abuse
Market abuse notwithstanding the fact that the traders traded in derivatives and not shares directly
• FCA will pursue those who commit market abuse from outside UK and outside EU 
• DMA providers may commit market abuse inadvertently when they hedge abusive trades placed by DMA customers (although no 

abuse by DMA provider found in this case)
• Firms using DMA to access markets cannot rely on surveillance and monitoring supplied by the DMA provider 



References (1)

Guidance
IOSCO, Principles for the Oversight of Screen-Based Trading Systems for Derivative Products, June 1990.
IOSCO, Principles for the Oversight of Screen-Based Trading Systems for Derivative Products – Review and Additions, October 2000.
CESR, Technical Advice to the European Commission in the Context of the MiFID Review – Equity Markets, 29 July 2010.
IOSCO, Principles for Direct Electronic Access to Markets, August 2010.
FIA, Recommendations for Risk Controls for Trading Firms, November 2010.
IOSCO, Regulatory Issues Raised by the Impact of Technological Changes on Market Integrity and Efficiency, October 2011.
ESMA, Guidelines, Systems and controls in an automated trading environment for trading platforms, investment firms and competent
authorities, 24 February 2012, ESMA/2012/122.
FIA, Software Development and Change Management Recommendations, March 2012.
FINRA, Guidance on Effective Supervision and Control Practices for Firms Engaging in Algorithmic Trading Strategies, March 2015, Regulatory 
Notice 15-09.
FIA, Guide to the Development and Operation of Automated Trading Systems, March 2015.
FCA, Algorithmic Trading Compliance in Wholesale Markets, February 2018.
PRA, Consultation Paper, Algorithmic trading, February 2018, CP5/18.
FCA, Proposed guidance on financial crime systems and controls: insider dealing and market manipulation, March 2018, Guidance consultation 
GC18/1. 



References (2)

Enforcement

SEC, administrative proceedings against Knight Capital Americas LLC, 16 October 2013

CFTC, civil action against Nav Sarao Futures Limited PLC and Navinder Singh Sarao, 17 April 2015

SEC, administrative proceedings against Goldman, Sachs & Co., 30 June 2015

FCA, financial penalty against Da Vinci Invest Limited and others, 12 August 2015

SEC, administrative proceedings against Latour Trading LLC, 30 September 2015

SEC, administrative proceedings against Merrill Lynch, Pierce, Fenner & Smith Incorporated, 26 September 2016

FCA, financial penalty against Paul Walter, 22 November 2017

SFC, disciplinary action against Interactive Brokers Hong Kong Limited’s, 6 February 2018

SFC, disciplinary action against Instinet Pacific Limited, 12 April 2018


	MiFID II
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Algorithmic and high-frequency trading
	Market manipulation��Market Manipulation – Article 12 MAR�
	Market manipulation��Market Manipulation – Article 12 MAR�
	Examples of abusive conduct
	Slide Number 9
	FCA’s view
	Draft FCA Guidance
	Statement: compliance approval 
	Statement: compliance approval
	Case study: Paul Walter ��In November 2017, the FCA imposed a financial penalty of £60,090 on a former bond trader at Bank of America Merrill Lynch for engaging in market manipulation (contrary to section 118(5) of FSMA)
	Statement: senior management
	Statement: senior management
	Case study: algorithm approval
	Case study: algorithm approval
	Da Vinci invest and others – HFT example
	References (1)
	References (2)

